CYPHORT CASE STUDY

Large Enterprise Food Company
Introduction
This case study of a large enterprise food company is based on a December
2016 survey of Cyphort customers by TechValidate, a 3rd-party research
service. The profiled company asked to have their name blinded to protect
their confidentiality.

“

“Our overall experience with Cyphort has been very positive.
The modern security product market is difficult to navigate.
Finding vendors that sell products and not a feature is
becoming increasingly harder. Finding vendors selling products
with an achievable vision or ‘future proofing’ your investment is
even more rare. Cyphort does the latter for us.”

Challenges
The business challenges that led the profiled company to evaluate and
ultimately select Cyphort:
■ Purchased Cyphort for the following reasons:
■ Easily integrates with existing infrastructure
■ Strong detection of advanced threats hiding in web, email, and lateral

spread traffic
■ Flexible deployment on commercial servers, VMs, and cloud – no

specialized appliances required
■ Ability to deploy across multiple sites and manage as a single system
■ Newly discovered threats are prioritized for security teams based on

risk and severity
■ Cost effective

Company Profile
The company featured in
this case study asked to
have its name publicly
blinded because publicly
endorsing vendors is
against their policies.
TechValidate stands behind
the authenticity of this data.
Company Size:
Large Enterprise
Industry:
Food

Use Case
The key features and functionalities of Cyphort that the surveyed company
uses:
■ Uses the following in conjunction with their Cyphort Infrastructure:
■ Palo Alto Networks
■ Carbon Black
■ Intrusion Prevention System
■ Other SIEM
■ Uses Cyphort for the following:
■ Its web collectors that are positioned at their network perimeter to

detect threats as they enter or exit their network

About Cyphort
Cyphort’s Adaptive
Detection Fabric is an
intelligent software security
layer that discovers,
analyzes, and contains
advanced threats targeting
your enterprise.
Learn More:
 Cyphort

■ Positioning collectors to examine traffic as it traverses their network

laterally to look for threats spreading internally in their network
■ To integrate with their SIEM or other orchestration tools to provide

additional intelligence around potential threats

Results
The surveyed company achieved the following results with Cyphort:
■ Evaluated the following vendors before choosing Cyphort:
■ FireEye
■ Palo Alto Wildfire
■ Rated Cyphort’s following capabilities when compared to the competition:
■ Performance: better
■ Ease of use: significantly better
■ Accuracy: better
■ Manageability: better
■ Scalability: better
■ Support: better
■ Saw the following benefits after deploying Cyphort:
■ Improved false positives, unnecessary machine re-imaging and the

efficiency of Incident Response Team
■ Improved network, email, and lateral visibility
■ Met regulatory compliance standards
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